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ABSTRACT

Autonomous driving is disrupting conventional automotive devel-
opment. Underlying reasons include control unit consolidation, the
use of components originally developed for the consumer market,
and the large amount of data that must be processed. For instance,
Audi’s zZFAS or NVIDIA’s Xavier platform integrate GPUs, custom
accelerators, and CPUs within a single domain controller to perform
sensor fusion, processing, and decision making. The communica-
tion between these heterogeneous components and the algorithms
for Advanced Driver Assistance Systems and Autonomous Driving
require low latency and huge memory bandwidth, bringing the
Memory Wall from high-performance computing in data centers
directly to our cars. In this paper we discuss these and other re-
quirements in using DRAM for near-term autonomous driving
architectures.
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1 INTRODUCTION

The automotive industry is undergoing major changes with respect
to Electric-Electronic (E/E) architectures for enabling autonomy.
First, the current approach of using a hundred distributed Electronic
Control Units (ECUs) connected by a network does not scale and
is no longer cost-effective [7]. There is thus a trend transitioning
from distributed ECUs to a dozen networked, consolidated domain
controllers [58]. This transition dramatically changes current ap-
proaches to automotive design. Second, there is a convergence of
mainstream and mission-critical markets [17]. Due to cost and per-
formance, processing elements like GPUs that were originally devel-
oped for the consumer sector are now being used for safety-critical
applications. Third, more and more data coming from numerous per-
ception sensors must be processed in real time in order to guarantee
the functionality of Advanced Driver Assistance Systems (ADAS)
and even fully Autonomous Driving (AD). According to Intel, the
averagely driven car will process 4 TB of data per hour [54].

The Society of Automotive Engineers (SAE International) stan-
dardization body defines different levels of autonomy for on-road
vehicles. These range from issuing warnings only (Level 0) to hands-
on (Level 1), hands-off (Level 2), eyes-off (Level 3), mind-off (Level 4),
and steering-wheel-optional (Level 5). Level 4 allows user con-
trol under specific circumstances (e.g., congested traffic), whereas
Level 5 vehicles are fully autonomous [62]. Therefore, the levels
1-3 represent ADAS, where the levels 4-5 represent AD. A major
task for future AD platforms with autonomy Level 4 and Level 5 is
Neural Network (NN) inference.

As a consequence of this ADAS/AD revolution, to meet com-
putational requirements future automotive systems are forced to
contain heterogeneous computing platforms and memories similar
to those in embedded consumer devices. For instance, Audi recently
presented its A8 car featuring TTTech’s "zentrales Fahrerassisten-
zsteuergerdt" (zFAS) advanced autonomy Level 3 driver assistance
platform. zFAS is Audi’s entry point for autonomy, and it demon-
strates the major changes outlined above. In contrast to classical
distributed-ECU automotive solutions, Audi’s ZFAS system is de-
signed to be a consolidated platform on a single PCB, as shown in
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Figure 1. The reason for this consolidation is that the system’s main
task is sensor fusion. In many cases, computation on raw sensor
data is more accurate than processing meta data (like object lists)
computed from preprocessing ECUs [38].

Nvidia Tegra K1 Memory Infineon Aurix

Eye Q3 Soc
Intel FPGA SoC

Figure 1: Simplified PCB View of zFAS

In particular, zFAS features [38]:

¢ An NVIDIA K1 GPU for 360° image processing;

o AnIntel Mobile Eye System on Chip (SoC) for detecting traffic
signs, pedestrians, collisions, lights, and lanes;

e An Intel Altera Cyclone FPGA for enabling communication
between the other components, object and map fusion, park-
ing piloting, and data pre-processing;

e AnInfineon Aurix CPU for assistance systems like the Level 3
traffic jam pilot; and

o Several types of memory for communication, buffering, and
computation.

A look inside today’s HPC data centers shows that ASICs in-
stead of GPUs are employed for efficient NN processing (training
and inference). This suggests that ASICs and heterogeneous SoCs
with high memory bandwidth will be used in future automotive
platforms. NVIDIA recently presented their Xavier platform, which
confirms this outlook. Compared to the zFAS plattform, which uses
an FPGA for communication among all devices, Xavier’s function-
ality is integrated into a single SoC with more than nine billion
transistors in a 12nm FinFET technology. This is currently the most
complex SoC available for the automotive market [66].

The Xavier SoC will support up to 30 trillion operations per sec-
ond while consuming only 30 watts of power, making it a promising
compute platform for autonomy Level 4 and Level 5. It features [66]:

e An eight-core ARM 64 bit CPU with functional safety fea-
tures like dual execution, parity and ECC;

A 512-core Volta GPU;

A deep learning accelerator;

computer vision accelerators;

An 8K HDR video processor; and

Eight x32 LPDDR4 DRAMs at 2.1 GHz, providing a theoreti-
cal bandwidth of 137 GB/s.

However, in all the discussions on automotive electronics, the
aspect of memory has not yet been sufficiently addressed [15].
The ever increasing number of large datasets that heterogeneous
compute platforms like zZFAS and Xavier must process in real-time
need to be buffered in large, fast, and high-endurance consumer
memories like DRAMs, which historically have only been part of the
car’s entertainment systems — in other words, ADAS and AD will
move DRAM from entertainment components into safety-critical
components [24]. For example, the amount of input data, temporary
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data, weights, and activation parameters of NN algorithms is very
large compared to usual on-chip memories (e.g., caches or scratch
pad), therefore, DRAM access is largely the bottleneck for real-
time inference of NNs [72]. The DRAM standardization committee
JEDEC and its members also responded to this trend by organizing
an automotive electronics forum in September 2017 [74], where
car makers (OEMs), suppliers (Tier 1s), SoC and memory vendors
came together to discuss the new role of DRAM in the automotive
context.

Using DRAM for non-entertainment purposes poses challenges
ranging from providing sufficient bandwidth to latency, reliability,
thermal issues, and security/safety. Some of these challenges are
new to automobile designers as well as memory engineers. We
discuss these challenges in the following sections of this paper.

2 BACKGROUND AND RELATED WORK

All major automotive manufacturers are developing some kind of
AD solution. For instance, Audi will introduce a Level 4 highway
pilot in 2020-2021 [45]. Together with partners Lyft, Domino’s Pizza,
and Postmates, Ford aims to produce a vehicle that will be Level 4
or above by 2021 [27]. Deutsche Post DHL will upgrade its fleet of
up to 3,400 autonoous streetscooter vehicles in 2018 [18]. General
Motors plans to launch a Level 5 self-driving car with no steering
wheel in 2019 [10]. Nissan intends to deploy commercially viable
semi-autonomous vehicles by 2020 [16]. And Renault has already
deployed its SYMBIOZ concept car with Level 4 autonomy [75].

ADAS and AD systems rely on multiple input sources ranging
from LiDAR, radar, image processing, computer vision, and high-
speed networking within the vehicle, to name a few. Together with
electric and hybrid vehicles, ADAS and AD represents one of the
fastest-growing segments in automotive electronics [59]. A 2017
Cadence blog post points out that ADAS/AD requires NNs which
require higher bandwidth, safety, security, and reliability compared
to traditional automotive semiconductors [51].

Other researchers have highlighted non-memory constraints and
challenges inherent in building these mission-critical, autonomous
driving systems. For instance, Lin et al. identify six classes of con-
straints including performance, predictability, storage, thermal,
power, and others [42]. They find that in order to respond to real-
time traffic conditions, ADAS architectures must complete their
end-to-end processing in less than 100 ms with a frame rate higher
than 10 frames per second. They focus on the computational bottle-
necks of object detection, object tracking, and localization, studying
implications and trade-offs across devices when accelerating these
activities with GPUs, FPGAs, and ASICs. Okuda et al. survey trends
in the algorithms used to perform these tasks [55].

3 DRAM CHALLENGES FOR THE
AUTOMOTIVE SECTOR

The selection of a DRAM subsystem usually has three main dimen-
sions: bandwidth, latency, and capacity. Bandwidth is the amount
of data that can be transferred between DRAM and a computational
unit within one second. The maximum DRAM bandwidth is limited
to the number of data pins times the interface frequency. Latency is
the access time that it takes to complete an access. In fact, latency
helps bandwidth, but not vice versa [56]. For instance, lower DRAM
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latency results in more accesses per second, and therefore higher
bandwidth, whereas increasing the number of data pins increases
the bandwidth without decreasing latency. In the context of AD,
NN inference requires high bandwidth, but real-time and safety
critical tasks require predictable latency. Section 3.1 presents dif-
ferent DRAM technologies in light of ADAS bandwidth challenges.
Section 3.2 discusses challenges with respect to latency and the
non-deterministic timing behavior of DRAM controllers. Section 3.3
shows the DRAM capacity requirements for ADAS and autonomous
solutions. Sections 3.4, 3.5 and 3.6 discuss additional dimensions
such as power, reliability, thermal problems, and safety/security, all
of which play an important role.

3.1 Bandwidth

As noted, ASICs are used in today’s data centers for neural network
training and inference. A prominent example of a custom NN ASIC
is Google’s Tensor Processing Unit (TPU). Google showed that four
out of six studied neural networks are bandwidth-limited by the
DRAM memory [30]. Fast NN execution must not only be supported
by the computational units, but the memory subsystem must be
designed to avoid hitting the Memory Wall [77].

While the automotive industry is focused largely on sensor per-
ception, processing, and car-to-car communication, the problem of
the memory wall for Al is currently not addressed and probably
underestimated. Current automotive applications require a DRAM
bandwidth of less than 60 GB/s [15], which can be provided easily
with standard DDR and LPDDR solutions. However, advanced AD
applications for autonomy Level 4 and Level 5 will require between
400-1024 GB/s memory bandwidth [15, 72], which is hard to re-
alize with the current DRAM technologies. To put the problem
in perspective, we survey current memory architectures. Figure 2
shows different DRAM-based memory subsystems, and Figure 3
and Figure 4 show their properties with respect to interface fre-
quency, maximum theoretical bandwidth, and energy consumption
per transferred bit!.

The maximum bandwidth of conventional DIMM-based DDR
solutions is limited by the I/O count and interface speed. This
limitation arises due to the package, power considerations, and
costs on both the memory and processing sides.

To avoid pin limitations, designers and vendors are using Buffer
on Board (BoB) organizations [9] in which an additional logic com-
ponent is interposed between the CPU and DRAM to control the
memory and to communicate with the CPU over a narrow, high-
speed, serial interface. This technique is mainly used in applications
where several terabytes of DRAM are required. The required stor-
age capacity in the automotive domain is much smaller than in the
high-performance systems BoB targets, and thus this organization
is inappropriate (cf. Section 3.3).

Package on Package (PoP) organizations reduce the distance be-
tween the DRAM and the MPSoC (from centimeters to millimeters),
providing higher bandwidth, lower latency, better power efficiency,
and smaller form factors, all of which are especially important for
smartphones and tablets. Low power DDR DRAMs (e.g., LPDDR4),

!Note that the latency, actual sustainable bandwidth, and the total energy consumption
of a DRAM strongly depend on the application being executed. Reaching the maxi-
mum theoretical bandwidths in Figure 3 is practically impossible on general-purpose
systems.
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can be used either as a device on a PCB or mounted directly as PoP.
The latter organization permits only one device to be connected,
requiring DRAM commands to be serialized due to the resulting
low pin count. The Xavier platform instead uses eight LPDDR4
devices on the PCB to deliver a theoretical bandwidth of 137 GB/s.

To address the huge memory demand of highly parallel GPUs,
graphic DDR DRAMs (e.g., GDDR5X or GDDR6) use techniques
like Quad Data Rate (QDR) to deliver high bandwidth compared
to conventional DDR DRAM. While LPDDR4 devices are designed
and optimized for ultra-low power consumption with aggressive
power gating and higher-threshold transistors, GDDR5X/6 devices
focus on delivering the highest achievable bandwidth. Both use an
architecture with distributed banks (heavy sub-banking) due to the
wider data I/O widths of x16/x32 and the larger data prefetch of
up to 16 bit per data I/O. However, GDDR5X/6 devices improve
the column-to-column cycle time (tccp) by reducing data path
delays from primary sense amplifiers to the global sense amplifiers.
Furthermore, GDDR5X/6 chips use an on-die Phase Lock Loop (PLL)
to achieve very high I/O performance in QDR mode. In contrast,
LPDDR4 devices have no on-die PLL or Delay Lock Loop (DLL).
Combining 16 GDDR6 devices in QDR mode yields a theoretical
bandwidth of 1 TB/s, as shown in Figure 3.

Another way of achieving high bandwidth is 3D stacking: ex-
amples include WIDE I/O [48], Micron’s Hybrid Memory Cube
(HMC) [47] and Samsung’s High Bandwidth Memory (HBM) [49].
These memories reduce the distance between CPU and external
RAM from centimeters to micrometers by means of through-silicon
via (TSV) technology. The available bandwidth increases due to
more pins provided by the TSVs, but, more importantly, this tech-
nology provides a major boost in energy efficiency compared to
standard off-chip (G)DDR devices [57, 76]. For example, four par-
allel HBM2 devices on a 2.5D silicon interposer can provide up
to 1 TB/s [72]. However, 3D memories suffer from thermal issues,
which we discuss in Section 3.5.

Tezzeron’s DiRAM4 is a 3D variant that moves the sense ampli-
fiers, peripheral circuitry, and control logic to a separate layer from
the storage array. This disintegration enables increased memory
density due to higher cell efficiency within each layer. DIRAM uses
fine-grain tungsten super contacts in place of thick copper TSVs?,
reducing the size and increasing the number of parallel vertical
channels to dramatically increase bandwidth. The energy and band-
width numbers presented in Figure 4 and Figure 3 make DiRAM
a perfect choice for HPC. However, other 2.5D and 3D memory
solutions are better suited to the automotive mass market than this
expensive, niche product.

It is becoming clear that automotive applications must concen-
trate on DRAM solutions like GDDR and HBM in order to cope
with their high bandwidth requirements. However, the bandwidth
numbers presented above are theoretical maxima: the sustainable
memory bandwidth is much less, and it strongly depends on how
the data are stored in the memories, i.e., the memory access pat-
tern [31]. Therefore, its not only important to choose a memory that
provides high bandwidth, it is also important to design a DRAM
controller that can bring the sustainable bandwidth nearer to the
theoretical maximum.

20One copper TSV is equal to 100 super contacts.
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DIMM Based:

General Purpose Computers
e.g. DDR3, DDR4

FPGA
or MPSoC

Computational Units

Buffer on Board:

Memory Controller on Buffer Chip,
Serial Connection
e.g. FBDIMM, IBM CDIMM, Intel SMI/SMB

Device Based:

Embedded / Tablets / Graphic Cards
e.g. LPDDR3, GDDR5

3D/2.5D-Integrated:

Stacked on Logic or Silicon Interposer
by means of TSVs
e.g. Wide I/O, HBM
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Package on Package (PoP):

Soldered on top of the MPSoC.
Smartphones
e.g. LPDDR3, LPDDR4

Memory Cube:

3D-Stacked, Memory Controller on
Bottom Layer, Serial Interconnect (SerDes)
e.g. HMC, SMC

Figure 2: DRAM based Memory Subsystems

General purpose DRAM controllers use online scheduling tech-
niques in order to improve the sustainable bandwidth, e.g., by re-
ducing the number of row misses or read/write transitions. In order
to reduce the number of read/write transitions, DRAM controllers
buffer read and write commands in two distinct queues. An ar-
biter switches between read and write mode to diminish the tyy7r
penalty, the minimium time interval between the end of a WR burst
and a RD command.

However, in the ADAS and AD application space, many appli-
cations (e.g., signal, image, or NN processing) have regular, fixed,
and deterministic memory access patterns. On the computer ar-
chitecture side, this inherent application-specific knowledge has
been heavily exploited in DSPs, GPUs, and ASICs. However, on
the memory side there is limited research that exploits application
knowledge for customized Application-Specific Memory Controllers
(ASMC) [31].

General purpose memory controllers that use online scheduling
algorithms and quality of service methods have only a local view
on the application due to the limited depth of the scheduler’s buffer.
Jung et al. [31] propose a memory controller based on an optimized
DRAM address mapping for applications with deterministic mem-
ory access patterns. This ASMC can outperform online schedulers
because it was designed with a global application view. This offline
ASMC maximizes the number of row buffer hits and exploits the
bank-level parallelism of the DRAM device in order to keep up the
sustainable bandwidth near the maximum.

The scheduling and offline techniques described above (if appli-
cable) are key for an efficient memory subsystem design for future
ADAS and autonomous vehicle solutions. However, it is not easy to

nail down the optimal memory strategy only from the bandwidth
perspective — there are other important considerations, which we
highlight in the following sections.

3.2 Non-Deterministic Latency

From an application point of view, the DRAM subsystem has non-
deterministic timing behavior [21] due to its complex protocol (i.e.,
the latency of a DRAM request depends on previous issued com-
mands) and the runtime optimizations of the memory controller;
This makes it difficult to provide predictable performance and thus
to guarantee real-time task predictability [1]. Figure 5 shows a
histogram of the CHStone ADPCM benchmark [26] simulated on
the DRAMSys framework [34]3. Although the average latency is
concentrated around 40 ns, the memory latency can easily vary by
an order of magnitude.

As with the bandwidth issues discussed in Section 3.1, the mem-
ory controller plays an integral role in this non-deterministic timing
behavior. In the following we list contributers to the DRAM latency.

e Row Misses: The latency of a bank access varies depending
on the state of its row buffer. If a memory access targets the
same row as the row currently cached in the buffer (a row
hit), it results in lower latency and lower energy memory
accesses. On the other hand, if a memory access targets a
different row from that currently in the buffer (a row miss),
it results in higher latency and energy consumption.

e Close vs. Open Page Policy: Commercial off-the-shelf (COTS)
DRAM controllers usually support two major modes, an
Open Page Policy (OPP) and Closed Page Policy (CPP). The

3The simulated DRAM is a DDR3 with a RBC address mapping and disabled scheduler.
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Figure 3: Interface Frequency and Maximum Bandwidth of Different DRAMs (Inspired by [23])
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Figure 4: Properties of Today’s DRAMs (Sources: Micron, Hynix, Nvidia, Xilinx, JEDEC, Tezzaron)
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Figure 5: Latency for an Application Running on DDR3

OPP keeps the current row active after a read or write,
whereas the CPP precharges the row automatically after
each access. The latter makes the latency for each access
more predictable, but it also decreases performance for ac-
cess patterns with high row-hit potential.

o Refresh: DRAMs must be refreshed regularly due to their
charge-based bit storage property (capacitor). The memory
controller issues this refresh operation periodically (e.g., ev-
ery 64 ms). Normal accesses to the DRAM are blocked for
the duration of the refresh operation tgrc (350 ns for DDR4),
degrading performance with respect to both bandwidth and
latency and increasing energy consumption?. If a memory
access arrives at the same time that a refresh happens it will
experience unpredictable latency. Recent work by Jung et
al. [32, 33, 35] proposes safe refresh disabling, e.g., for frame
buffers where the data lifetime is less than the refresh period.

e Scheduling: COTS memory controllers are designed for
good average case performance, and therefore they employ
runtime scheduling of requests (c.f. Section 3.1) for online
optimization. For example, with schedulers that attempt to
maximize row hits it is possible that a request that misses the
row could starve, which again results in a hardly predictable
latency.

e Arbitration: A major challenge arises when several com-
putational units are issuing read and write requests to the
memory controller. The different applications running on
these units will place their requests in different input buffers,
and arbitration must be performed. This leads to interference
that can cause high unpredictability.

e Command/Address and Data bus Contention: All banks
in a DRAM share the same command/address and data buses,
which can limit overall performance. If the data bus utiliza-
tion is 100% the maximum bandwidth is reached. On the

“In fact, the degradation grows linearly with the capacity, which means it grows
exponentially with each density generation. Liu et al. [43] and Bhati et al. [6] predicted

that 40% to 50% of the power consumption of future DRAM devices will be caused by
refresh commands, and the maximum DRAM bandwidth will be significantly reduced.
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other hand if the command bus utilization is 100%, it often
has a negative impact on the available bandwidth and the
latency, since WR and RD commands must be issued in later
cycles.

Current Limiting and Power Supply Network: In order
to limit peak currents there exists a rolling time-frame in
which a maximum of four banks can be activated, called Four
Activate Window (tr ow ). There is also a minimum time inter-
val between two ACT commands to different banks, (trrp).
Also these constraints can influence bandwidth, latency, and
predictability in specific scenarios.

Further Effects: Bank-Groups in DDR4 or GDDR or rank-
to-rank switching constraints in DDR memories, which limit
the predictability.

Due to the above mentioned complexity of DRAM and its con-
troller, the automotive community has thus far largely avoided
using DRAM for safety-critical and real-time applications. For ex-
ample, Infineon’s Aurix CPU, which is widely used for safety-critical
applications, does not provide a DRAM controller. As discussed
before, due to the requirement for larger memories and the conver-
gence of mainstream and mission-critical markets, the automotive
community finds itself forced to address DRAM memory.

In past years there were many investigations with respect to
DRAM controllers for real-time and mixed-criticality applications [2,
3,11-13, 20, 22, 41, 73, 79]. Most of these approaches concentrate op-
erating the DRAM with statically precomputed command patterns
which guarantee a predictable behavior. However, this predictabil-
ity often comes with a degradation of sustainable bandwidth. The
authors of [19] present DRAM selections and configurations for
real-time systems. A detailed book, which summarizes real-time
challenges related to DRAM has been presented by Goossens et
al. [21]. The previously mentioned techniques and investigations
have to be carried out to COTS DRAM controllers in order to make
way for DRAMs in real-time applications in the automotive ADAS
and autonomy context.

3.3 Capacity

The memory capacity is defined as the amount of data that can be
stored in it. Prior to the self driving era, most of the safety criti-
cal real-time constrained ECUs (e.g. power train ECU) were only
equipped with low capacity SRAMs. However, the applications
running on automotive ADAS/AD plattforms like zFAS or Xavier
demand a high memory capacity which are beyond the limits of
on-chip SRAMs. Therefore DRAMs must be applied because they
offer a much higher capacity. As of today, most of the ADAS appli-
cations (Level 1 to Level 2) require not more than 4GB of DRAM
capacity [53]. Such memory capacity requirements can be easily
addressed by any DRAM shown in Figure 4, either by using it as
a single device or by a combination of several devices. Very re-
cently Micron estimated that by 2020 with full autonomous driving
(Level 4 to Level 5) the DRAM memory capacity will increase to
18 — 24 GB [53], which is still manageable by most of the available
DRAM variants. For example, by using HBM or GDDR6 for a maxi-
mum bandwidth of 1 TB/s a capacity of 32 GB or 64 GB is achieved
implicitly. Hence, the capacity of DRAM is not at all the bottleneck
for such applications.
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3.4 Power Consumption

Power plays an important role for autonomous systems. For exam-
ple today’s AD prototypes use around 2,500 W and it is estimated
that commercial AD systems e.g. based on NVIDIA’s Xavier will
use around 500 W in the future [71]. For both, combustion-engine
and electric cars, this power consumption will reduce the driving
range significantly.

Therefore, this section explores the possible DRAM candidates
for AD from the power/energy perspective. According to Figure 4,
the preliminary choice in this regard are LPDDR4 and Wide I/02
due to their very low energy numbers. However, When aiming at
the specified high memory bandwidth of 1 TB/s these devices are
not feasible. For example, to achieve the aforementioned bandwidth
with LPDDR4 64 devices (x32) are required. Although the average
power would be only ~ 17W at a peak frequency of 2000 MHz,
the high number of resulting I/O pins (2048) is unfeasible. Hence,
the only alternative candidates for such an AD system (Level 4
and Level 5) with a required bandwidth of 1 TB/s are HBM2 and
GDDR5X/6, as shown in Figure 3°. According to Figure 3 and Fig-
ure 4 the average power consumed® by the HBM (4 stack x1024)
and GDDR6 (16 devices, QDR, x32) devices are ~ 60 W and ~ 150 W,
respectively. These numbers show that DRAM will be a significant
contributor to future AD systems. Such a high power consumption
also fosters a high thermal dissipation. Therefore, the next sec-
tion presents the exploration from the temperature and reliability
perspective.

3.5 Temperature vs. Reliability

DRAMs are very sensitive to high temperature, which increases the
leakage at the cells. In order to avoid data corruption by retention
errors, the refresh frequency needs to be increased. The general rule
of thumb is to double the refresh rate for every 10°C increase after
85 °C [35]. Usually, the operating temperature range for automotive
electronics is specified between - 40°C up to 125°C [46]. For exam-
ple, many automotive manufactures put their ADAS perception
modules behind the windshield where they profit from the cleaning
through the wipers. However, the ADAS system may be exposed to
direct sunlight resulting in potentially very high temperatures [24].
Some DRAMs like DDR4, LPDDR4 or GDDR6 have been already
qualified for automotive usage by the DRAM manufactures pro-
viding high temperatures, e.g. 105°C or 125°C [24, 50]. However,
also for these DRAMs the refresh period must be decreased from
64 ms to 4 — 8 ms for 125°C, which leads to a serious collapse of the
sustainable bandwidth [61].

Additionally, DRAM manufacturers also employ several conser-
vative and non-optimized circuit techniques to make the DRAM
cells and control logic operating at this extreme conditions. How-
ever, these solutions are associated with following side effects like
higher power consumption, larger area, lower operating frequency,
reduced bandwidth and higher cost per device. This situation is
even worse for today’s 3D stacked DRAM systems (e.g., Wide I/O,
HBM, HMC, etc.), which aggravate the thermal crisis: i.e. these
DRAMs are even more sensitive to temperature changes because
of the stacked thin dies [61]. Additionally, when aiming for highest

5Since DiRAM is a niche product it is not considered in this exploration
Soperated at respective peak frequency
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bandwidths with HBM or HMC, these devices will consume, as
mentioned before, a significant amount of power on a small area
compared to their commodity counterparts. Thus, the self-heating
of 3D-DRAM:s is even more accelerated.

Due to shrinking technology nodes, reliability is a major concern
in DRAMs. Thus, many techniques exist to improve the reliability
e.g. by using Error Correcting Codes (ECC). State-of-the-art ECC
DDR DIMMs, for instance, consist of 8 DRAM devices and a 9th de-
vice, used to store the ECC redundancy. But also for the automotive
device oriented DRAM candidates like LPDDR4, GDDR6 and HBM,
different architectural strategies for ECC data storage are currently
under discussion [24].

The code that performs the error correction and detection for
DDR DRAMs is usually a Hamming code, that is a Single Error Cor-
recting / Double Error Detecting (SEC/DED) code [25]. Oftentimes,
a variation of the Hamming code is used, the so called Hsiao code
[28], that aims at minimizing the implementation complexity of the
SEC/DED code. Recent publications like e.g. [8, 37, 44, 65] show
that also other codes or coding schemes should be considered by
combining coding and device knowledge. For example, two ven-
dors recently introduced on-die ECC for LPDDR4 [39, 40] to avoid
retention errors. They lower the refresh rates by a factor of 4x in
order to reduce power consumption. This shows the importance of
ECC for retention errors in DRAMs.

3.6 Safety and Security

Safety is defined as absence of catastrophic consequences on users
and environment, whereas security is defined as the concurrent
existence of availability for authorized users only, confidentiality,
and integrity [5].

The automotive ISO26262 standard [29] defines so called Auto-
motive Safety Integrity Levels (ASIL), which define techniques and
safety mechanisms that engineers should apply to achieve a given
safety goal. Additionally the standard defines also acceptable failure
rates. The ASIL levels range from no ASIL (not safety critical), QM
(a defined quality management is required), ASIL A to ASIL D (high-
est integrity). In short, the ASIL represents the tolerable probability
that a corresponding failure contributes to a safety goal violation.
By using DRAMs in a safety critical ADAS system, errors of the
DRAM subsystem have the potential to violate safety goals like
"In autonomous driving mode the ADAS must prevent steering in
unintended directions with ASIL D". Hence, a DRAM subsystem that
realizes safety critical functionality has to fulfill strict hardware
safety requirements.

In this section, we will briefly list potential memory safety re-
quirements based on the IS026262 and discuss random, systematic
and malicious DRAM failures that could violate a safety goal. The
15026262 Part 5, Annex D mentions volatile and non-volatile mem-
ory with corresponding failures and safety mechanisms, however
in a very generic way and not specific to DRAM:

e Failures: transient and permanent (stuck-at) failure, linked
failures, memory or memory interconnect access delays.

o Safety Mechanisms: pattern tests, march based self-tests,
parity bits, ECC, memory block replication with comparison,
checksums e.g. CRC.
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In case, the corresponding safety requirement has the integrity
ASIL A, inductive analysis as failure mode and effect analysis, de-
sign inspections, hierarchical design and documentation have to
be performed. Higher ASILs (B, C, D) require in addition deductive
analysis, e.g. fault tree analysis and the evaluation of the effec-
tiveness of safety mechanisms handling random hardware failure
via calculating a hardware failure rate metric. For instance, in this
qualitative analysis the probability of the sum of all not covered
faults must be derived from the following target values: 100 FIT’
for ASIL B and C and 10 FIT for ASIL D [29]. In the following, we
will discuss random, systematic and malicious DRAM failures that
could violate a safety goal.

3.6.1 Random DRAM Failures. Apart from the temperature based
retention errors discussed in Section 3.5 DRAM is also prone to
transient soft errors i.e. effects of cosmic particle strikes [24, 67].
Moreover, due to the high frequency of DRAM interfaces there
exists the possibility of transient transmission errors on the DRAM
bus. Furthermore, there can be hard errors related to stuck at fail-
ures or aging which could lead for instance to a defect column
decoder. There exists only a limited amount of studies on DRAM
error rates in the field since manufacturers and data centers are very
careful to share this sensitive information [52, 63, 70]. Sridharan
et al. report 20 — 66 FIT for a single DRAM device [68, 69]. This
highlights again the need for appropriate safety mechanisms in
order to decrease the FIT rates. For example the DRAM controller
contains an additional logic, which tests the interface periodically
in order to detect errors or a strong ECC that is able to correct
errors online in order to guarantee functional safety.

3.6.2 Systematic DRAM Failures. From 1SO26262 point of view,
systematic failures are related in a deterministic way to a cause that
can only be eliminated via a change of a relevant factor, e.g. the de-
sign, documentation, operational procedures or the manufacturing
process. Underestimating the memory wall, the non-deterministic
latency or designing a faulty partitioning concept are potential
systematic DRAM failures. A DRAM partitioning concept is needed
in case of an integrated system that hosts ADAS software compo-
nents with different integrity levels that share the DRAM, called
mixed criticality [60]. The ISO26262 requests so called freedom from
interferences to avoid that a failure of one software component prop-
agates to another component with a higher ASIL via platform’s
shared resources (e.g. DRAM). An example scenario for interference
can be the starving of accesses for a safety critical application A
because an non-critical application B has a high row buffer hit rate,
as mentioned in Section 3.2. The effect for application A will be an
increased memory access latency and therefore the execution time
of the application’s process increases. The safety requirement is that
this latency will be taken into account, e.g. via simulation or worst
case estimation. Existing off-the-shelf DRAM controllers, however,
do not support mixed criticality and therefore allow interference
between applications [14].

3.6.3 Malicious Failures. Apart from random and systematic
failure causes, malicious cause can lead to a safety goal violation,
too. The ISO26262 states that a system that is to be safe must also
be secure. However, because of transitions to open environments

7 Failure in Time (FIT) is one failure in 10° hours.
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for Car2Car and Car2X communication the vulnerability of DRAM
must be considered. As DRAM process technology scales down, the
electrical interference between the memory cells increases, which
leads to disturbance errors. Recently, the Row Hammer problem [36]
and its exploit [64] have caused a lot of attention in research and
newspapers. By repeatedly opening and closing a DRAM row, called
Hammering, bits in adjacent rows can flip. This effect can be ex-
ploited to write on memory locations with prohibited access rights
to e.g. gain kernel privileges or escape a sandbox or hypervisor. The
Row Hammer security attack [36] is a potential malicious behav-
ior that has to be avoided. Controller techniques like Target Row
Refresh, where rows will be refreshed when their activation count
exceed a threshold or techniques on the device level like [4, 78]
must be employed.

In summary, as mentioned before, the communication between
computational units within a domain controller will be realized
with shared memory. The challenge is to deal with random faults,
establish a clear segregation between mixed critical applications
running on the same platform and employ countermeasures against
malicious behavior.

4 CONCLUSION

ADAS and AD force the usage of consumer components like GPUs
or DRAMs in the context of safety critical systems, to keep up
with the computational requirements. In this work we highlight
the boundary and environmental conditions for an ADAS and AD
systems from a DRAM perspective with respect to bandwidth, la-
tency, reliability, temperature, and safety/security. From the pure
functional requirements like bandwidth, latency and capacity we
select LPDDR4, GDDR5X/6 and HBM as most promising DRAM
candidates for today’s ADAS systems, shown in Table 1. If we tar-
get autonomy Level 4 and 5 only GDDR5X/6 and HBM fulfill the
functional requirements.

However, for the automotive industry, non-functional require-
ments like reliability, temperature and saftey/security are also of
high importance. So far, only LPDDR4 and GDDR5X/6 are cer-
tified for the high automotive temperature range. The complex
stacking process and package integration of a 3D technology like
HBM increases the failure probability, thereby not guaranteeing
the required reliability for automotive grades. The high bandwidth,
technological maturity, product availability and mass production
of GDDR5X/6, in combination with thermal stability and reliabil-
ity compared to 3D stack based DRAMs makes it one of the best
choices in the near future for Level 4 and Level 5 applications. How-
ever, if the roadmaps for autonomy solutions and reliability of 3D
integration merge, HBM will be also a viable solution due to its
energy efficiency.
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Table 1: Different AD (Level 4 and Level 5) DRAM Candidates

DRAM Peak Low  Reliability = Automotive
Bandwidth Energy Grade (Temp.)

LPDDR4 o ++ + yes

GDDR5X/6 + o yes

HBM ++ + o no

Legend marginal (0), medium (+), high (++)
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